
 

 1255 Union Street NE    Suite 500    Washington, D.C. 20002   (202) 760-4000    www.NeighborWorks.org 

   

Internal Audit Department 
NeighborWorks® America  

 
 
 

Audit Review of 
  

Cyber Attack Incident Response II 
 
 
 
 
 
 
 
 

 

 

 

 

                                                                                  Project Number: NW.ITS.CIR.2025 

        

 



 

Audit Review of Cyber Attack Incident Response II 
 
 

Table of Contents 
 
 

Function Responsibility and Internal Control Assessment ............................................................. 2 

Executive Summary of Observations, Recommendations and Management Responses ............... 3 

Risk Rating Legend....................................................................................................................... 11 

Background ................................................................................................................................... 12 

Objective ....................................................................................................................................... 12 

Scope ............................................................................................................................................. 12 

Methodology ................................................................................................................................. 13 

Observations and Recommendations ............................................................................................ 13 

Conclusion .................................................................................................................................... 17 

 
 
 
 

 

 

 

 

 

  
  



 

Page 2 of 17 
 

Function Responsibility and Internal Control Assessment 
Audit Review of Cyber Attack Incident Response II 

 

Business Function 
Responsibility 

Report Date Period Covered 

 
Incident Response 

 
April 23, 2025  

 
 
 
 
 
 

 
Point in Time (Design) 

Q1 2025 

Assessment of Internal Control Structure 

Effectiveness and 
Efficiency of Operations 

 

 Generally Effective1 

 

Reliability of Financial 
Reporting 

 

 Not Applicable 

Compliance with 
Applicable Laws and 
Regulations 

 Not Applicable  

 

 
 

This report was conducted in accordance with the International Standards for the      
Professional Practice of Internal Auditing. 
  

 
1 Legend for Assessment of Internal Control Structure: 1. Generally Effective: The level and quality of the process is satisfactory. Some 
areas still need improvement. 2. Inadequate: Level and quality of the process is insufficient for the processes or functions examined, and require 
improvement in several areas. 3. Significant Weakness: Level and quality of internal controls for the processes and functions reviewed are very 
low. Significant internal control improvements need to be made.    
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Risk Rating Legend 
 
Risk Rating: High  
 
A serious weakness which significantly impacts the Corporation from achieving its corporate 
objectives, financial results, statutory obligations or that may otherwise impair the Corporation’s 
reputation. 
 
Risk Rating: Moderate   
 
A control weakness which could potentially undermine the effectiveness of the existing system 
of internal controls and/or operational efficiency, integrity of reporting and should therefore be 
addressed. 
 
Risk Rating: Low  
 
A weakness identified which does not seriously detract from the system of internal control and or 
operational effectiveness/efficiency, integrity of reporting but which should nonetheless be 
addressed by management. 
 

 

 

 

 

 

 
 

Management Responses to 
the Audit Review of: 

 
Cyber Attack Incident Response II 

# Of Responses Response Recommendation # 

9 Agreement with the 
recommendation(s) 

 

9 
 

N/A Disagreement with the 
recommendation(s) 

 

N/A 
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Background 
 
In August 2024, last fiscal year, the Internal Audit Division issued a report on the Corporation’s 
Cyber Attack Incidence Response with scope limitations resulting from management actions. 
Based on that report, the Internal Audit Division indicated that a follow-up review would be 
conducted to re-assess the Corporation’s Cyber Attack Incidence on certain internal controls 
within the area of Incident Response (IR) protocols.  
 
CohnReznick was engaged to conduct this internal audit review and the scope and approach of 
the audit was determined based on their expertise, information provided to CohnReznick by 
NeighborWorks’ management, prior audit/assessment scope and results, and in collaboration 
with NeighborWorks Internal Audit team. The objective of this internal audit was to evaluate the 
design of the in-scope IR controls in place at NeighborWorks. Due to the timing of the planned 
implementation of the IR Plan in December 2024, it was not feasible to evaluate the operating 
effectiveness of the controls. This can be the objective of a future internal audit of the IR 
protocol. 
 
 
Objective 
 
The objective of this audit is to assess the current state of NeighborWorks’ incident response 
program. Due to ongoing updates to the program and given the new program is in the process of 
implementation, the objective of the audit is to assess the design of the program. 
 
 
Scope 
 
Internal audit leveraged the CIS framework version 8 to perform the audit. The CIS framework 
encompasses 18 controls (see image 1) supported by 143 safeguards and is divided into 3 
Implementation Groups or maturity levels. Implementation Group 1 (IG1) overall includes the 
56 safeguards that the CIS has determined to represent the minimum standard for essential cyber 
hygiene. IG2 and IG3 include an additional 16 controls and 87 safeguards that organizations 
should implement based on their relevant cybersecurity threats, risks, and strategy. 
 
Using the CIS framework, CohnReznick has selected and summarized the two in-scope controls 
and 10 in-scope safeguards into two (2) areas most relevant to NeighborWorks’ Incident 
Response capabilities given its size and resources. The two areas include several Implementation 
Group 1 (IG1) and three IG3 safeguards  
 

1. Control 11: Data Recovery  
a. Establish and Maintain a Data Recovery Process (11.1) 
b. Perform Automated Backups  (11.2) 
c. Protect Recovery Data (11.3) 
d. Establish and Maintain an Isolated Instance of Recovery Data (11.4) 
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Without clear communication standards and procedures, key stakeholders may not respond in a 
timely manner, communication methods may not be secure, and disparate communications could 
lead to legal or reputational harm. 
 
Recommendation 9 
 
Communication plans and methods should be established that include emergency notifications, 
standard communication methods, out of band communication methods, and basic guidelines on 
relevant stakeholders be documented in communications. 

 
 
Conclusion 
 
The Internal Audit Division notes that many critical components of the IR program are either in 
place or planned for FY 2025. However, there were several areas of improvement identified 
above. Critical is the need to align the Corporations Disaster Recovery Plan with realistic 
objectives. NeighborWorks should prioritize solidifying the backup and recovery process and 
finalizing the incident response team members, roles, and responsibilities. This prioritization 
should be ensured and resourced across fiscal cycles. 




