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Function Responsibility and Internal Control Assessment 
Audit Review of Active Directory Management 

 

Business Function 
Responsibility 

Report Date Period Covered 

 
Active Directory 

Management 

 
August 1, 2025  

 
 
 
 
 
 

 
Point in Time (Design) 

Q2 2025 

Assessment of Internal Control Structure 

Effectiveness and 
Efficiency of Operations 

 

  

 

Reliability of Financial 
Reporting 

 

 Not Applicable 

Compliance with 
Applicable Laws and 
Regulations 

 Not Applicable  

 

 
 

This report was conducted in accordance with the International Standards for the      
Professional Practice of Internal Auditing. 
  

 
1 Legend for Assessment of Internal Control Structure: 1. Generally Effective: The level and quality of the process is satisfactory. Some 
areas still need improvement. 2. Inadequate: Level and quality of the process is insufficient for the processes or functions examined and require 
improvement in several areas. 3. Significant Weakness: Level and quality of internal controls for the processes and functions reviewed are very 
low. Significant internal control improvements need to be made.    
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Background 
 
CohnReznick was engaged to conduct an internal audit of certain NeighborWorks internal 
controls within the area of Active Directory (AD) management. The scope and approach of the 
audit was determined based on their expertise, information provided to CohnReznick by 
NeighborWorks’ management, and in collaboration with NeighborWorks Internal Audit 
Division. 
 
 
Objective 
 
The objective of this audit is to assess the security of NeighborWorks Active Directory 
environment, specifically evaluating access controls, privilege management, and compliance 
with applicable regulatory requirements.  
 
 
Scope 
 
The scope of this internal audit has been determined based on our expertise, information 
provided to CohnReznick by NeighborWorks’ management, and in collaboration with 
NeighborWorks Internal Audit Division. This internal audit covers the following: 

• Evaluation of the security and access controls implemented within the NeighborWorks 
primary Active Directory domain environment.  

• Identification and assessment of risks related to privilege escalation and abuse.  
• Assessment of the strength and enforcement of password policies and authentication 

mechanisms; and  
• Evaluation of compliance with NIST Cybersecurity Framework (CSF) 2.0 as specified in:  

o Protect - Identity Management, Authentication and Access Control, Awareness and 
Training, and Technology Infrastructure Resilience  

o Detect – Continuous Monitoring  
- Control 11: Data Recovery  

a. Establish and Maintain a Data Recovery Process (11.1) 
b. Perform Automated Backups (11.2) 
c. Protect Recovery Data (11.3) 
d. Establish and Maintain an Isolated Instance of Recovery Data (11.4) 

 
- Control 17: Incident Response Management 

a. Designate Personnel to Manage Incident Handling (17.1) 
b. b. Establish and Maintain Contact Information for Reporting Security 

Incidents (17.2) 
c. c. Establish and Maintain an Enterprise Process for Reporting Incidents (17.3) 
d. d. Establish and Maintain an Incident Response Process (17.4) 
e. Assign Key Roles and Responsibilities (17.5) 
f. Define Mechanisms for Communicating During Incident Response (17.6) 
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Approach 
 
For this internal audit, CohnReznick:  

• Developed an audit program approved by NeighborWorks Internal Audit 
Management.  

• Coordinated the initial request list and continued to follow-up for supporting 
evidence as needed.  

• Reviewed existing Active Directory policies and procedures, including group 
memberships for privileged accounts and conducted the following discovery 
sessions: 

o Assess adherence to the principle of least privilege 
o Identify instances of excessive or unnecessary privileges  
o Evaluate existing controls for monitoring and alerting changes in privilege  
o Assess implementation of MFA where applicable  
o Identify controls for data backup and recovery and evaluate for 

effectiveness  
o Test for presence of inactive or stale accounts with weak credentials  
o Evaluate domain Group Policy controls for password complexity, 

expiration, and lockout policies  
o Evaluate specific controls with NIST CSF 2.0 and Microsoft Active 

Directory management best practices 
o Review audit logs for evidence of control enforcement  

• Conducted interviews with key stakeholders for the Active Directory Account 
Management process.  

• Developed a conclusion as to the sufficiency and risk level of the Active 
Directory policies and procedures as outlined in the aforementioned project 
objectives.  

• Completed a written report covering the identified findings which should also 
include a roadmap to addressing identified gaps and deficiencies; and  

• Reported any observations and recommendations for improvement to the Chief 
Audit Executive (CAE)  

 
  






















